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Background

• UoM cyber incident in Summer 2023

• Response and future planning

• Data Management Plans and compliance

• Data Management Planning Compliance Platform (DMPCP)

BBC News June 

2023



• Compliance with Legal, Regulatory and Funder Standards
• Clear Data Classification
• Defined Access Controls
• Secure Data Storage and Transfer
• Incident Response Preparedness
• Data Backup Strategy
• Vendor, Partner and Cloud Security
• Awareness and Training
• Data Retention and Disposal
• Alignment with Frameworks
• Proactive Risk Assessment

How good data management planning fosters a secure research 
environment and supports cyber security goals



The UoM RDM & DMP Service

Core DMP Service

• Training

• DMPonline

• DMP Reviews



DMPonline (1)

Dashboard screen



DMPonline (2)

Plan Screen



DMPs

A crucial “single point of truth” 

for research data

DMP Compliance 

Reporting - the old way

Labour and resource intensive 

task, done annually

DMP Compliance 

Reporting - a new way?

Improve the process and 

respond to cyber security needs

DMPCP

DMP Compliance - the story so far...



Cyber Security & Digital Preservation

• DMPCP Platform is safe and secure

• Supports efforts to increase compliance

• DMPs as an output

• Open can mean secure and preserved



• Working group assembled Jan ‘24

• Scoping and design

• Active phase and review

• Prototype

The Project so Far (1)



The Project 
so Far (2)



The Project so Far (3)

• Review of working application

• Dashboard development

• Phase 2 - March ‘25 onwards

• What we’re not doing (yet)

Measuring as a complement to managing is a fine idea: 

measure what you can; take seriously what you can’t; and 

manage both thoughtfully. In other words: If you can’t 

measure it, you’ll have to manage it. If you can measure it, 

you’ll especially have to manage it. (Mintzberg, 2015)



DMP Compliance data - who are the audiences?

• Administrators

• Faculty & School 

Teams

• Researchers

• Data Stewards

• Senior Leadership



Thank You & Questions

bill.ayres@manchester.ac.uk
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